Great Totham Primary School
Data Protection Policy

Primary School

The School collects and uses personal information about staff, pupils, parents and other individuals who
come into contact with the school. This information is gathered in order to enable it to provide education
and other associated functions. In addition, there may be a legal requirement to collect and use information
to ensure that the school complies with its statutory obligations.

The School recognises its role and responsibilities as both a data controller and processor. Personal data is
information that relates to an identifiable living individual that is processed as data. In addition, sensitive
personal data is information that relates to race and ethnicity, political opinions, religious or philosophical
beliefs, membership of trade unions, physical and mental health, sexuality and criminal offences.

The person with overall responsibility for data protection is the Headteacher. In line with GDPR the school
has appointed a Data Protection Officer (DPO) whose role is to ensure compliance.

DPO: Mrs Mazzarella
Contact via school office and email: admin@greattotham.essex.sch.uk

Aims & Objectives:

The aim of this policy is to provide a set of guidelines to enable staff, parents and pupils to understand:
e The law regarding personal data

e How personal data should be processed, stored, archived and deleted/destroyed

o How staff, parents and pupils can access personal data

The objective of the policy is to ensure that the school acts within the requirements of the General Data
Protection Regulation (GDPR) and Data Protection Act 2018 (DPA2018).

Fair Obtaining

The School undertakes to obtain and process data fairly and lawfully by informing all data subjects of the
reasons for the collection of the data, the purposes for which the data is held, the likely recipients of the
data and their right to access that data; either under the Education (Pupil Information) (England) Regulations
2005, GDPR 2018 or DPA2018.

Dactyloscopic data (finger print) is used at Great Totham Primary School for the purpose of cleaning staff
clocking in.

Data subjects will be informed about the collection and use of their data through the use of Privacy Notices.
As well as receiving a copy of the Privacy Notice on admission of child or induction of new staff, a copy is
available on the school website.

Data Integrity
The school undertakes to ensure data integrity by the following methods:

Data Accuracy — data held will be as accurate and up to date as is reasonably possible. If a data subject
informs the school of a change of circumstances, their records will be updated as soon as is practicable.
Anyone has the right to question and correct inaccurate information, but this must be matters of fact, not
opinions.

Data Relevance — data held about people will be relevant to the purpose for holding the data. The data held
will not be excessive in relation to the purpose for which it was collected. In order to ensure compliance with
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this principle the school assets register will identify how data is used, stored, transferred (as relevant) and
disposed of.

Length of Time — data held about individuals will not be kept for longer than is necessary for the purposes
for which it is held. (See Scheme of Retention)
It is the duty of the DPO to ensure that the data disposal systems are adhered to.

Subject Access Requests

Under the General Data Protection Regulations and The Data Protection Act 2018, all data subjects have the
right to access their personal data. Personal data should always be of direct relevance to the person
requesting the information. A document discussing more general concerns may not be defined as personal
data.

1. A child can request access to their own data. The request is not charged and does not have to be in
writing. Staff will judge whether the request is in the child’s best interests, and that the child will
understand the information provided. They may also wish to consider whether the request has been
made under coercion. If they determine that either the child will not understand or it is not in their best
interests, the request will be referred to the child’s parents.

2. A parent can request access to or a copy of their child’s school records and personal data. The request
must be made in writing (See appendix 1). There is no charge for such requests on behalf of the child,
but there may be a charge for photocopying records.

Staff should check, if a request for information is made by a parent, that no other legal obstruction (for
example, a court order limiting an individual's exercise of parental responsibility) is in force and that
there is sufficient proof of identity.

For educational records access must be provided within 15 school days and all other records no later
than 40 days.

3. A member of staff can request access to their own records, there is no charge for access or copies.

All requests will be acknowledged in writing on receipt, and access to records will be arranged as soon as
possible. If third party consents are required, the school will arrange access to those documents already
available and notify the individual that other documents may be made available later or provide the
information in a redacted form.

The school will document all requests for personal information with details of who dealt with the request,
what information was provided and when, and any outcomes (letter requesting changes etc.) This will
enable staff to deal with a complaint if one is made in relation to the request.

Authorised Disclosures

In general, the School will only disclose data about individuals with their consent. However, there are
circumstances under which it is necessary for the school’s authorised officer(s) to disclose the data without
express consent of the data subject.

These circumstances are limited to:
e Pupil data disclosed to authorised recipients in respect of education and administration necessary
for the school to perform its legitimate duties and obligations.

e Pupil data disclosed to authorised recipients in respect of a pupil’s health, safety and welfare.
e Staff data disclosed to the relevant authority in respect of payroll and school’s staff administration
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Only authorised and properly instructed staff are permitted to make external disclosures of personal data.
Data used within the school is only made available if the staff member needs to know the information for
their work within the school.

Data Security
The School undertakes to ensure security of personal data by the following general methods —

Physical Security - Appropriate building security measures are in place, such as alarms and lockable cabinets.
Only authorised persons have access to the physical server in the computer room. Printouts and files are
locked away securely when not in use. Visitors to the school are required to sign in and out and are, where
appropriate, accompanied.

Logical Security - Security software is installed on all computers containing personal data, only authorised
users are allowed access to the computer files and password changes are regularly undertaken. In addition,
all laptops and staff memory sticks are encrypted. Computer files are backed up and stored in the lockable
fire cabinet.

Procedural Security - All staff are trained and instructed in their Data Protection obligations and their
knowledge updated as necessary. Documents containing personal data are either shredded or disposed
through a confidential documents disposal company. The school Data Assets Register details how documents
should be stored, used and safely disposed of.

Data Breaches
The above measures are in place to avoid any data breaches however in the event of a breach the school will
take the following actions
e Report any data breach to the Information Commissioner’s Office (ICO), where it is likely to result in
a risk to the rights and freedoms of individuals — if, for example, it could result in discrimination,
damage to reputation, financial loss, loss of confidentiality or any other significant economic or
social disadvantage.
e Report any breach to the Governing Body.
e Investigate the circumstances and determine any new or additional security measures that need to
be implemented e.g. additional training.

Where a breach is likely to result in a high risk to the rights and freedoms of individuals, the School will also
notify those concerned directly.

Any deliberate breach of this Data Protection policy will be treated as a disciplinary matter and serious
breaches of the Act may lead to dismissal.

Reviewing:
This policy will be reviewed by the Whole Governing Body annually.

Review Date Comments

May 2018 Policy changed in line with new GDPR requirements

October 2018 To bring policy back into line with cycle.

October 2019 Updated acts now 1998 Act repealed & clarified no biometric data collected/used

October 2020 Addition of introductory paragraph, ‘philosophical beliefs’ and ‘DPA2018’ & numbering corrected on
Appendix 1

May 2021 Approved in WGB due to addition of biometric data

November 2022 Removal of reference to Fax numbers, no other changes

September 2024 Clarified only some staff use timer clock
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APPENDIX 1: Request Form for Subject Access to School Files

Request for Access to Personal Data

Under the General Data Protection Regulations (GDPR) and The Data Protection Act 2018, you have the right
to enquire of any organisation whether they hold your personal data and to see a copy of that data.
Individuals are called ‘data subjects’ in the Act.

If you require copies of data we may hold, please complete all sections below and return this form
together with the necessary verification details. The information on the form will only be used to process
your request and find information which relates to you. It will be kept on file to respond to any subsequent
correspondence, and will not be used for any other purpose. A response will be provided within 40 days of
receipt of the completed form and proof of identity.

1. Details of Person Requesting Information

Full Name:

Date of Birth:

Address:

Tel. No. E-Mail

2. Are You the Data Subject?

YES: If you are the Data Subject please supply evidence of your identity — passport, driving licence
or birth certificate (originals only) sent by special delivery unless you are able to bring them in person.
Documents will be returned by special delivery. (Please go to question 5)

NO:  Areyou acting on behalf of the Data Subject with their written authority? If so, that authority
must be enclosed. (Please complete questions 3 and 4)

3. Details of the Data Subject (if different to 1.)

Full name

Date of Birth
Address

Tel. No. E-Mail

4. Please describe your relationship with the Data Subject that leads you to make this request for
information on their behalf.
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5. Please describe the information you require:

6. Please add any additional details (such as relevant dates, contact names, references etc.)

7. Does the information requested include information relating to another person (a 3™ party)?
YES/NO

8. Do you wish to view the information in person? YES/NO
(information will otherwise be supplied in hard copy to the address supplied above)

Signed Date

Please note that it may be necessary to seek further information or proof of identity (of data subject or
agent) before the request can be processed. If this is the case, then the statutory 40-day limit on response
will start from the date that the school receives all necessary information and proof. Every effort will be
made to provide you with access or send you your details (along with an explanation of any codes or
technical terms used) as soon as possible after receipt of your application.

If there is any part of this form you do not understand, or if you need further guidance, please contact the
School.

Please return the completed form to the School. The following documents must accompany this application:

e evidence of your identity;
e evidence of the data subject's identity (if different from above) and their authority.

This document will be controlled once completed and received by the School.
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